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* we don't do enough crypto yet!
* put encryption and signing at user’s finger tips

* use something that's
— cheap
— ubiquitous
— peer to peer

- stable, reliable, cross-platform, and comes with tons of features
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soffice.bin seahorse gpg
D Start Certificate Manager -
> ‘| Manage trust levels,
| | edit keys
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example-broken-signature.odt - LibreOFficeDev Writer 5.4 [4F356670c072919e562f640d73d6ba697933bF2c]
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INTEGRATING ALL AVAILABLE KEYS

Select Certificate

Select the certificate you want to use for signing:

lssued to

Issued by

Type

Expiration date

Certificate usage

= b e Allgeier IT Solutions eVerc 05/19/2017 Digital signature, Key encipherment, Data e
CAcert WoT User CA Cert Signing Authority X.509 05/16/2010 Digital signature, Non-repudiation, Key enci
Thorsten Behrens <th.beht OpenPGP 01/16/2007 Digital signature, Non-repudiation, Key enci

Thorsten Behrens <th.behi OpenPGP 01/01/2010 Digital signature, Non-repudiation, Key enci

Thorsten Behrens <thb@o OpenPGP 02/16/2013 Digital signature, Non-repudiation, Key enci

OpenPGP 05/05/2014 Digital signature, Non-repudiation, Key enci

LibreOffice Build Team (CC OpenPGP 00/00/0000 Digital signature, Non-repudiation, Key enci

thb backup <me@localhos OpenFPGF 00/00/0000 Digital signature, Non-repudiation, Key enci

Thorsten Behrens <thb@d OpenPGP 11/22/2018 Digital signature, Non-repudiation, Key enci

Thorsten Behrens (private OpenPGP 1172272018 Digital signature, Non-repudiation, Key enci

dfgdafgfdg (test key) <tho OpenPGP 03/13/2025 Digital signature, Non-repudiation, Key enci

<foo@bar.de> OpenPGF 05/24/2017 Digital signature, Non-repudiation, Key enci

<foo@bar.de> OpenPGP 05/30/2017 Digital signature, Non-repudiation, Key enci

Remove ( | ‘ Start Certificate Ma@

‘. Close |
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Passwords and Keys x
File Edit Remote View Help
Passwords e Filter Q
FLogin ® |7 thbehrens@gmx.net private communication "
Certificates == Thorsten Behrens Personal PGF key

Tharsten.Behrens@CIB.de
tharsten.behrens@cib.de
thb@documentfoundation.org

EIGnome2 K... &
[&]User Key Stor...

thehrens@suse.com
3¢ System Trust thb@fsfe.org
thehrens@acm.org
Secure Shell

Tiberiu-Cezar Tehnoetic

OpEHSSH kE‘yS tct@ceata.org ‘Ceata

tiberiu—cezar@tehnoetic.rn'pseudt to use for signing:

Signature type

tiberiu@tehnoetic.com ‘comercial Issued by

Type Expiration date Certificate usage

PGP KE"I’S tiberiu@criptofrenia.com "Criptofr

el Ll

Katarina Machalkova <K.Machalkova@pod.cvut.c OpenPGP

Sweet Bubt

00/00/0000  Digital signature, Non:
X

pinentry-qt4

Certificate could not be validated
[¥ Use AdES-compliant signature when there is

| View Certificate...

Sign [

=q

8

Please enter the passphrase to unlock the OpenPGP secret key:
"Sweet Bubble <bubli@bubli.org="

2048-bit RSA key, ID 681CC4E6D032BDS1,

created 2017-07-13.

Passphrase: |*** |

Cancel | |
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Based on: https://www.w3.org/TR/xmldsig-core/

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#"">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-cl4n-
20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" />
<Reference URI="styles.xml'">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-cl4n-
20016315" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>h8x5UxEL9tO9W8UfYEHeLmel1lJOqpke+H7AaGGFD8qzFY=</DigestValue>
</Reference>
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Actual OpenPGP-Signature:

<SignatureValue>LSOtLS1CRUdJ...tLSOtCg==</SignatureValue>
<KeyInfo>
<PGPData>
<PGPKeyID>0TA5QkUyNTc1lQOVEQkVBMw==</PGPKeyID>
<PGPKeyPacket>LS0tLS1C...S0tCg==</PGPKeyPacket>
</PGPData>
</KeyInfo>
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* extended save S x
dla|Og ftmp - H Servers... Hfﬁ;H Fy
Places Mame Type Size Date modified

3] MY. Document|F lu16934cksax8.tmp  Folder 08/14/2017, 21:
EJ cmis's Nuxeo £\ lulehmog.tmp Folder 08/07/2017, 04:
£ Wwlwj9y.tmp Folder 08/06/2017, 03:
£ w25181kj7nh7.tmp  Folder 08/20/2017, 11:
£ W2up590.tmp Folder 08/08/2017, 02:
] 2vdsjl.tmp Folder 08/08/2017, 02:
£ W2veknf.tmp Folder 08/08/2017, 02:
] W2vxo35.1mp Folder Q8/08/2017, 03:
E] ] W2wxjlf.tmp Folder 08/08/2017, 03:
P 1, Ol $mne Coldoe i L I 1 e Y i W I

File name: | testcrypt - Save

File type: | ODF Text Document (.odt) - ‘ Cancel

Hel
& Automatic file name extension P
< [+ Encrypt with GPG key




ENCRYPTION

* pick recipient
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Select Certificate

Select the certificate you want to use for signing:

lssued to

Issued by Type

Expiration date

Certificate usage

FreeBSD Security O OpenPGFP
Conectiva 5.A. <sect OpenPGP
Wichert Akkerman < OpenPGP
Mark Cox <mjc@rec OpenPGP
Kevin E. Fu <fubob@ OpenPGP
Werner Koch (gnupt
Sun Security Coordi OpenPGF
Steve Birnbaum <sbi OpenPGP
security-officer@ne OpenPGFP
IBM-ERS Team <ersi OpenPGP
Vladislav V. Mikhailc OpenPGFP
Damir Rajnovic (CIS' OpenPGP
Steve Fallin <5teve.| OpenPGFP

00/00/0000
00/00/0000
00/00/0000
00/00/0000
00/00/0000
12/31/2005
00/00/0000
00/00/0000
00/00/0000
00/00/0000
00/00/0000
00/00/0000
00/00/0000

Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Mon-repudiation, Key en
igital signature, Non-repudiation, Key e
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
Digital signature, Non-repudiation, Key en
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Encryption based on: https://www.w3.org/TR/2002/REC-xmlenc-core-20021210

<manifest:manifest xmlns:manifest="urn:oasis..." manifest:version="1.2"
xmlns:loext="urn:org:do...">
<loext:KeyInfo>

<loext:EncryptedKey>
<loext:EncryptionMethod loext:Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-
oaep-mgflp"/><loext:KeyInfo>
<loext:PGPData>
<loext:PGPKeyID>QjE3...5NA==</1loext:PGPKeyID>
<loext:PGPKeyPacket>LSOtL...LSOK</loext:PGPKeyPacket>
</loext:PGPData>
</loext:KeyInfo>
<loext:CipherData>
<loext:CipherValue>FAm4B. . .aB8=</loext:CipherValue>
</loext:CipherData>
</loext:EncryptedKey>
</loext:KeyInfo>
<manifest:file-entry manifest:full-path="/" manifest:version="1.2"
manifest:media-type="application/vnd.oasis.opendocument.text"/>
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File entry (details might still change):

<manifest:file-entry manifest:full-path="content.xml" manifest:media-
type="text/xml" manifest:size="15781">
<manifest:encryption-data manifest:checksum-
type="urn:oasis:names:tc:opendocument:xmlns:manifest:1.0#sha256-1k"
manifest:checksum="bbpZzvw+pOu+BAMIOWsSXxNOBbsON3P30ABCd9IGxKqyg="">
<manifest:algorithm manifest:algorithm-
name="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"
manifest:initialisation-vector="0jF3LtJHWIr/joUvipYwOQ=="/>
</manifest:encryption-data>
</manifest:file-entry>




GPG4LIBRE - WRAP-UP AND Q&A



https://www.w3.org/TR/xmldsig-core/
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ODF-conformant signing on Linux
— ships with LibreOffice 5.4

* ODF-conformant signing also on Windows
— planned for LibreOffice 6.0 (Feb. 2018)
— also planned for OS X — open for Android

* experimental encryption on Linux & Windows
- planned for LibreOffice 6.0 (Feb. 2018)

- needs ODF extensions

ODF-next

- proposing XMLSEC-extensions for OpenPGP encryption to
OASIS ODF TC - GA around 2018 or 2019
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THANK YOU! Informationstechnik

OUR PRODUCTS: WE CAN HELP:

HTTP://LIBREOFFICE.CIB.DE/ HTTP://LIBREOFFICE.CIB.DE/SUPPORT
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